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Policy®¥75 )L (OpenDaylight)
mOpenDaylight GBP PluginZO>x1 2 bOEFIL

L3 Context 1
1
n n Provides m._
Broadcast | _1 n 2
Dernale = ; Group Coarstimes m,_ Contract
1
1 1.n
n
Subnet (1 | m
Subject
1 m Mame
n . Label
Endpaint - o
Directive Classifier
1 m
In In
Out Out
In/Ct IN/Qut
Action Set
]
| Action |
Il | |
Sensitivity Redirect Enumerate
Type Type Type
Mame MName MName
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Policy®¥5 )L (OpenStack) Fufirsu

e + T + e +
| | |  Contract | |Contracts |
|  Endpoint | |  Providing/ | | |
|  Groups - + Consuming  +--——-——- + |
| | |  Scopes | = = +
e R + e + |
| ——— e +
| |Policy |
- +—————— + |Rules |
| | | |
| Endpoints | +————= - e +
| | | | |
T : | | |
| | |
. =t A - + H————- +——+
|Filters | |[Classifiers | |Actions |
| || | | |
e e + Hm—————— +
Classifier

* protocol - enum: TCP, IP, ICMP

* port_range - single port number or range (as used in FWaaS firewall rule)
* direction - enum: IN, OUT, BI

Action
* type - enum: ALLOW, REDIRECT, QOS, LOG, MARK, COPY

* value - uuid of a resource that performs the action, for example in the case of REDIRECT, its the uuid of the
ServiceWrapper
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1 j(‘ﬁ%@}_gﬁ{g i @@ i '; 5
mElephant : Z)L—Fw hIEE \.L:.I ‘II\ =
1
B DV v Z—SPZDIEE D] [ [£D

e e T EER

mMice : BN EE ERERER Ty ~oE>
B SISO NS ey IORERD

eS| w S

Z 2 MDMice(90% ) &AM EDElephant(10% ) Tk

1) The Nature of Data Center traffic: Measurements & Analysis, In IMC, 2009
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BRenderingd 335k & U CTVXLANIC KD A—/\L 1 Z18TE

RS —(CEDUVVTCDSCPEERTEIT DLDICOVSERTE
BAEAYW A DDSCPY —F > ([FVXLANAEIAW A ([CIE —
BDSCPICEDWCHF 11— T3BEXRY NDO—DO%FHHAE

B N\FDemo 3t g D EDZRR— L& TR

* https://wiki.opendaylight.org/view/Group_Policy:Building_and_Running
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Elepha NntZEEHIEHT SRV :/_( 1) rujirsu

B TCOTCPICX LT, direction in/outZzzFo]

“contract": [

{
“clause": [
{
"name": "allow-tcp-clause”,
"subject-refs"; [
"allow-tcp-subject”,
"allow-icmp-subject”
]
}
],
"id"; "22282cca-9al13-4d0c-a67e-a933ebb0b0Oae",
"subject": [
{
"name": "allow-tcp-subject",
"rule": [
{
"classifier-ref": [
{
"direction": "in",
"name": "tcp-src”
h
{
"direction": "out",
“name": "tcp-src”

12

{
"direction": "out",
"name": "tcp-dest"
2
{
"direction™: "Iin",
"name": "tcp-dest"
}
1,
"name": "allow-tcp-rule”
}
]
2
{
"name": "allow-icmp-subject",
“rule": [
{
“classifier-ref": [
{
"name": "icmp"
}
1,
"name": "allow-icmp-rule”
}
]

ZNH IS sy

10
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Elepha ntZEEHlET SRV :/_(2) FUJITSU

B2 ChO— h%ZOpenLCT. DSCPZ20(ZERTE

"subject-feature-instances": {
“classifier-instance": [ (
{
“classifier-definition-id”:
"4250ab32-e8b8-445a-aebb-elbd2cdd291f",
"name": "tcp-dest",
"parameter-value": [

"classifier-definition-id":
"4250ab32-e8b8-445a-aebb-elbd2cdd291f",

“name": "tcp-src”,

"parameter-value": [

{ { " ", on "
" ", I " name type y
name " type’ n H ., n
}’ {
{

"name": "sourceport”,

"name": "destport", .
P “string-value": "ALL"

“string-value™: "ALL"

},
DSCPXD % : DSCPD { “int-value": "20"
'ﬂE& L/_C Ir?atlgiluemo?j%ed dscp’ 'ﬂE C%E/_C "name": "rﬁodifiéd_dscp"
20%:8E | | - 20Z5E | )
] ]
} 2

ZNH IS sy
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Elepha ntZ&E5%EHEHT SR > —(3) ruiirsu

B IcmpDED (ETEERU

{
"classifier-definition-id": "79c6fdb2-1ela-4832-af57-c65baf5¢c2335",
"name": "icmp",
"parameter-value": |
{
"int-value™: "1",
"name": "proto”
}
]
}
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BVXLANICKBGBPTFEAZR—XEULTLOAS—HRIE
mRUS—(CEDLT. OVSTDSCPEY—F>2
B NEIANW S DDSCPY—F> 7 (F. VXLANDOHEIAN WA ([CTE—

B YPI8 X v F CElephantJ O—Z 25Tl il

Background

traffic h
Physical Switch
(10 Gbps) * // 192.168.1.220
Mice flows I Elephant flow

Ubuntu
14.04

* OPEN

[Tunnel remote IP eth? Ubuntu (Tunnel remote P | Eth4

192.168.100.20 i 14.04 192.168.100.10 ]
—OVS 2.3 OVS 2.3
DSCP } sS4 DSCP ]

S3 .
/ Marking (20) / Marking (20)

@ - & o

EG1 EG2 EG3 EG4

10.0.35.1/24 10.0.36.1/24 10.0.35.1/24  10.0.36.1/24 %gbdsé_ink:
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mElephant (TCP): 100 MBytes (MTU : 8500 byte)
EMice (TCP): 256 KBytes * 101 (MTU :1500 byte)

=]

o)
FUJITSU

TEdDBackground traffic (UDP): 5 Gbps

B fiiishri
mRUS—72 U : Background traffic/Mice/Elephant® U4 1 —1f&EF3
m/RUS—3D : Background traffic/MiceE U341 —1fEF

Elephant&8 =+ 1 —{#F3

£ToLink:10Gbps
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B Elephant®XJ)L—T v b
m/RUS =7 U : Background traffic/Mice/Elephant@ U4 1 —{#H

m/RUS—3D : Background traffic/Mice@ U 41 —{EH
Elephant&8 =+ 1 —{%F3

ElephantZ@5&HI#HTIRUS—ICLD. ZI—Tv MHFI 2. 3{51Ehm!

2. 315

ORYS—7RU
- BmARYS—-%HD

Throughput [Gbps]
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-
|

o

MU —72U RU=—D
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B BundleD{Epk - E1TFIR
B GBP Rendererd®Code (JAVA)Z{Z1IELTTC. MavenTd>/\1JL
B ODLDZE4T - ODLTBundle®install
BRS—ZBAT IRETOT S AMERK - EITFIE
B OVSTBridget™?VXLANRR E%&ESTE L CODLE &S
B VXLANZIE I f=8DI(C, ifconfig CMTUY A X&ELE
B RestconfT/RU S —ZBRA I /2O DHET OO0 S LADET (Python)
BPython/ZIF T3/ <. RestconfZzEITTCET DI EDTHIUIMTEHERL)
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bundle®>)\1IJL FUjITSU

B TestZzskip U CEITHRIEE
B Source codeZfZIEL. TestZ@i@BSAWNT — ANz SAFE

[root@odl groupbasedpolicy]# mvn clean install package -Dmaven.test.skip=true]

--- maven-antrun-plugin:1.3:run (default) @ distribution-karaf ---
Executing tasks
Executed tasks

--- karaf-maven-plugin:3.8.1:instance-create-archive (package) @ distribution-karaf ---

Reactor Summary:

]

]

]

]

]

]

]

]

| commons.groupbasedpolicy ........ i it SUCCESS [2.2945]
INFOJ groupbasedpolicy.project .......coiiiiiinnninnnnnn SUCCESS [08.048s]

I groupbasedpolicy ... i e e e SUCCESS [29.0465]

| groupbasedpolicy-ofoverlay-config ................. SUCCESS [8.5255]

| features-groupbasedpolicy ....... . it SUCCESS [1.9055]

B distribution-karat ....... ...t SUCCESS [8.193s]

]

]

]

]

]

]

BUILD SUCCESS < BU”dEEIjJ !

Total time: 43.853s

Finished at: Mon Oct 27 09:38:51 EDT 2814

Final Memory: 96M/634M

1L R et e
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ODLD=ETT ! FUjiTSU
B ODL helium (karaf distribution)

[root@odl bin]# . ,fkéraf

' for a list of available commands
and '[emd] --help' for help on a specific command.

Hit '<ctrl-d>' or type 'system:shutdown' or 'legout' to shutdown OpenDaylight. ,f/lzﬁi L/Fbundle%
—

opendaylight-user@rootyfeature:uninstall odl-groupbasedpolicy-ofoverlay . = = -
openda}-'ll:ght-use-'@r'c:n::lt feature:install odl-groupbasedpolicy-ofoverlay %{Tjét&p((_\ i
opendaylight-user@root Uninstall/installZz 35k

root@odl ©.2.8-SNAPSHOT [# pwd

8.2.0-5NAPSHOT

total Tazo oo e Maven T4 Rk U7z
rxtXrx. 3 rogt root 4096 Oct 27 22109 . | Y GBPA'FHEY D
MT o raot root 8282 Oct 16 11122 oroupbasedbolicy-0.2.0-swarsroT.pon  DIFECTOTYL \
Mr-r. 1root root 269 Oct 27 22:36  remote.repositories (.m2/repository® T
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OVSDtERL (S3) FUJITSU

B NEAW A DDSCPY—F > [EVXLANAEIA WA ([CTE—

lch@odl-83:~% sudo ovs-vsctl show
d4847712-48a5-4d79-8db8-d44bc2563267
Bridge "s3"
Controller "tcp:192.168.1.220:6653"
is connected: true
Port "s3"
Interface "s3"
type: internal
Port "s3-ethl"
Interface "s3-ethl”
type: internal
Port "s3-eth@"
Interface "s3-eth@"
type: internal
Port "s3 vxlang@"
Interface "s3 vxlan@"
type: vxlan
options: {key=flow, remote ip="192.168.100.20", source 1p="192.168.100.10",
ovs version: "2.3.08"
lch@odl-03:~% |

tos=1inherit}

N KD TDSCPH
VXLANDOuternw 4 (CJE—anN3
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OVSDiEh (S4) FUJITSU

B NEAW A DDSCPY—F > [EVXLANAEIA WA ([CTE—

Lch@odl-04:~/workspace/groupbasedpolicy/util/testOf0Overlays$ sudo ovs-vsctl show
22aff420-8345-4d71-8el7-5bd22ef13878
Bridge "s4"
Controller "tcp:192.168.1.220:6653"
i1s connected: true
Port "s4-ethe"
Interface "s4-eth@"
type: internal
Port "s4 vxlan@"
Interface "s4 vxlan@"
type: vxlan
options: {key=flow, remote ip="192.168.160.10", source ip="192.168.100.20",
Port "s4"
Interface "s4"
type: internal
Port "s4-ethl"
Interface "s4-ethl"
type: internal
ovs version: "2.3.0"
lch@odl-84:~/workspace/groupbasedpolicy/util/test0fOverlays l

tos=inherit}

N KD TDSCPH
VXLANDOuternw 4 (CJE—anN3
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S3DA 27— T —ADIEhL FUJITSU

B VXLANDZSOICMTUDRREHNINE
meth7 : YEA>59—-T1—X
B s3-ethQ, s3-ethl : OVSD1 >S5 —TJ1—X

lch@odl-83:~% ifconfig eth?

eth?

Link encap:Ethernet HWaddr 88:19:99:6d:40:23
inet addr:192.168.180.10 Bcast:192.168.100.255 Mask:255.255.255.0

inet6 addr: fe8@::219:99ff: febg—+o2avdd=gcope:Link

H:I-: Bﬂuingﬂslgggggggﬁ HULTIcgsg : ‘::]11= . W1 > SA—TJ1—X
packets: errors: S G . [ TUNS rame: . .

TX packets:74725650 errors:® dropped:@ overruns:@ carrier:@ (M|Ce/E|ephant%:\E§_t&D

collisions:® txgueuelen:10080
RX bytes:57702627743 (57.7 GB) TX bytes:344139349345 (344.1 GB)

lch@odl-83:~% ifconflig s3-ethe

53-ethd

Link encap:Ethernet HWaddr de:e5:a@:3a:66:e3
inet addr:10.0.35.2 Bcast:10.8.35.255 Mask:255.255.255.0

ineté addr: fe80::dce5:a0ff:fe Scope:Link . ,
UP BROADCAST RUNNING MULTICAST | MTU:1500 o MiceH : Ethernett 1 X
RX packets:31173943 errors:0 dicppad: ) overruns:® frame:@
TX packets:11002738 errors:0 dropped:@ overruns:@ carrier:o

collisions:® txqueuelen:@
RX bytes:39281327994 (39.2 GB) TX bytes:20189913033 (20.1 GB)

= b= e b

lch@odl-83:~% ifconfig s3-ethl

53-ethl

Link encap:Ethernet HWaddr f6:2e:66:b9:95:13
inet addr:10.0.36.2 Bcast:18.8.36.255 Mask:255.255.255.0

inet6 addr: fe80::T42e:667T: feplubdfdtid Scope:Link a
UP BROADCAST RUNNING MULTICAST| MTU:850cie-Metrre=s Elepha ntA:Jumbot - X
RX packets:18049030 errors:0 dtappad: Qa1 overruns:@ frame:®

TX packets:9597091 errors:0 dropped:® overruns:® carrier:@
collisions:® txqueuelen:@
RX bytes:15981114199 (15.9 GB) TX bytes:315782274804 (315.7 GB)

21 Copyright 2014 FUJITSU LABORATORIES LIMITED



S4DA > —IJ T —ADFEh FUJITSU

B VXLANDZSOICMTUDRREHNINE
methd . Y)EA>59—-T1—X
B s4-eth0, s4-ethl : OVSDO1>AAH—TJ1—X

lch@odl-84:~% ifconfig ethd
eth4 Link encap:Ethernet Hwaddr 00:19:99:6d:48:57
inet addr:192.168.180.20 Bcast:192.168.100.255 Mask:255.255.255.0

ineth addr: fe80::219:99TT: febcmbparmkid=h cope: Link
MTU:90800 -

UP BROADCAST RUNNING MULTICAST e &%EE/]/ \/9— 7 I _X

RX packets:74366145 errors:0 dreppas B rruns:@ frame:0

TX packets:486108557 errors:0 dropped:@ overruns:@ carrier:@ (MICE/Elephant% 3_7_ &D
collisions:@ txqueuelen:1060

RX bytes:344122070602 (344.1 GB) TX bytes:57648567580 (57.6 GB)

lch@odl-84:~% ifconflig s4-ethe

s4-eth@ Link encap:Ethernet HwWaddr 76:06:a4:3e:86:50
inet addr:10.0.35.4 Bcast:10.0.35.255 Mask:255.255.255.0
inet6é addr: fe80::7406:ad4ff: fej-roTre Scope: Link . ,
UP BROADCAST RUNNING MULTICAST et MiceR : Ethernett 1 X
RX packets:23715113 errors:0 dripmes 9 overruns:@ frame:0
TX packets:5641998 errors:0 dropped:® overruns:@ carrier:@
collisions:® txgueuelen:@
RX bytes:21028239933 (21.0 GB) TX bytes:37594656843 (37.5 GB)

Lch@odl-84:~% ifconfig s4-ethl

s4-ethl Link encap:Ethernet HwWaddr 4e:11:34:8c:83:ad
inet addr:10.0.36.4 Bcast:10.8.36.255 Mask:255.255.255.0
ineté addr: fe80::4cll:347f: fefersmaroe=fcope:Link »
UP BROADCAST RUNNING MULTICAST =TT Elepha ntA:Jumbot - X
RX packets:58378967 errors:0 dropped=2e?33 overruns:0 frame:@
TX packets:8082746 errors:0 dropped:@ overruns:@ carrier:0
collisions:@ txqueuelen:®
RX bytes:318473568026 (318.4 GB) TX bytes:153233508161 (15.3 GB)
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MRUS—ZBAY 30 095 LADET

O
FUJITSU
Lch@odl-84:~/workspace/groupbasedpolicy/util/testElephantPolicys 1s
201410261543 s4.txt mininet gbp.py ms config.py- odl gbp.py- o/
config.py lch config.py mininet gbp.py~ odl gbp flow.py odl gbp.pyc ngjAd) 1
config.py~ lch config.py-~ mininet gbp.pyc odl gbp flow.py-
config.pyc lch mininet gbp.py ms config.py odl gbp.py

Lch@odl-04: fwurkﬁpacefgrDupba5edpD11cyfut11fte5tElephantP011cy$ sudo ./elephantPolicy.py --con
. 11

1 Fra
"oppendaylight-inventory:nodes": { RESTCOﬂf;EEFIJ}Eﬁ LJTODLT Elf%
"node": [
{
"id": "openflow:0000000080060001",
"ofoverlay:tunnel-ip": "192.168.1080.10"
+
{
"id": "opentlow:0000000000000002",
"ofoverlay:tunnel-ip": "192.168.1080.20"
}
]
¥
}
PUT http://192.168.1.220:8181/restconf/config/policy:tenants
1 < 52
"policy:tenants": { RESTCOI’\f%_:*U)Eﬁ thDLT%ﬁi
"tenant": [
{
"contract": [
{
"clause": [
{
"name": "allow-tcp-clause"”,

"subject-refs": [
"allow-tcp-subject”,
"allow-1lcmp-subject”
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m=iZ(C FUjiTSU

BSEREBIBIECRSADIECE. FEULTELWLWSERE
H Python
BRERICER
e Python 2.7.X (O)
e Python 2.6.X (X) : s8OS LADEHIC, I —HEDRR-
® Ubuntu vs CentOS

mCentOS

e mininet/X EDIRIBBENEEITEH D, Cent0S6.5TldmininetZzi=fEdD
ODL(controller)(CiEfEL LD E LS. DERLUVLDRWNWVT —IANFE

mUbuntu
)\ —MNEBDOTLBDT, JRIBHEEHNCentOSK D E
H OpenFlow
BOVSIChR# KD T. OpenFlowdD)L—)LDECikHERD
m Karaf

W Feature-xx-all

*e.g.) mdsal, restconfid EZEEPEITI D EGBPEEZEL T, restconfdrpc/d EHY
SELHMRWVWENHIEFETD
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